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Legal Notices
Copyright ©2017-2023 SensThys Inc. All rights reserved.

SensThys has intellectual property rights relating to technology embodied in the products described in this document, including
without limitation certain patents or patent pending applications in the U.S. or other countries. This document and the products to
which it pertains are distributed under licenses restricting their use, copying, distribution and de-compilation. No part of this product
documentation may be reproduced in any form or by any means without the prior written consent of SensThys Corporation and its
licensors, if any. Third party software is copyrighted and licensed from Licensors. SensThys, SensArray and other graphics, logos,
and service names used in this document are trademarks of SensThys in the U.S. and other countries. All other trademarks are the
property of their respective owners. U.S. Government approval required when exporting the product described in this documentation.

Federal Acquisitions: Commercial Software -- Government Users Subject to Standard License Terms and Conditions. U.S.
Government: If this Software is being acquired by or on behalf of the U.S. Government or by a U.S. Government prime contractor or
subcontractor (at any tier), then the Government's rights in the Software and accompanying documentation shall be only as set forth
in this license; this is in accordance with 48 C.F.R. 227.7201 through 227.7202-4 (for Department of Defense (DoD) acquisitions)
and with 48 C.F.R. 2.101 and 12.212 (for non-DoD acquisitions).

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARANTEES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGMENT ARE HEREBY DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE
LEGALLY INVALID.

FCC Compliance

This equipment has been tested and found to comply with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Any change or modification to this product voids the user’s authority to operate per FCC Part 15 Subpart A. Section 15.21 regulations.
Industry Canada Compliance

This device complies with Industry Canada License-exempt RSS standards. Operation is subject to the following two conditions: (1)
this device may not cause interference and (2) this device must accept any interference, including interference that may cause
undesired operation of the device. This device has been designed to operate with a variety of different gain (dBi). The reader
maximum output power is set by the gain of the antenna. Using an antenna having a higher gain is strictly prohibited per regulations
of Industry Canada. In addition, using the reader at a power exceeding the maximum output power for a given antenna is also strictly
prohibited. The required antenna impedance is 50 ohms. To reduce potential radio interference to other users, the antenna type and
its gain should be so chosen that the equivalent isotropically radiated power (EIRP) is not more than that required for successful
communication.

Conformité d'Industrie Canada

Cet appareil est conforme aux normes RSS exemptées de licence d'Industrie Canada. L'opération est soumise aux deux conditions
suivantes: (1) cet appareil ne doit pas provoquer d'interférence et (2) cet appareil doit accepter toute interférence, y compris les
interférences susceptibles de provoquer un fonctionnement indésirable de I'appareil. Cet appareil a été congu pour fonctionner avec
une variété de gains différents (dBi). La puissance de sortie maximale du lecteur est définie par le gain de I'antenne. L'utilisation
d'une antenne ayant un gain plus élevé est strictement interdite par réglement d'Industrie Canada. En outre, I'utilisation du lecteur a
une puissance supérieure a la puissance de sortie maximale pour une antenne donnée est également strictement interdite.
L'impédance d'antenne requise est de 50 ohms. Afin de réduire les interférences radio potentielles avec d'autres utilisateurs, le type
d'antenne et son gain devraient étre choisis de maniére a ce que la puissance éloignée isotropiquement (EIRP) équivalente soit
supérieure a celle requise pour une communication réussie.

Caution

Reader antennas should be positioned so that personnel in the area for prolonged periods may safely remain at least 31 cm (12.2
in) in an uncontrolled environment from the antenna’s surface. See FCC OET Bulletin 56 “Hazards of radio frequency and
electromagnetic fields” and Bulletin 65 “Human exposure to radio frequency electromagnetic fields.”

Vorsicht

Reader Antennen sollten so positioniert werden, dass das Personal im Bereich Uber einen langeren Zeitraum kann sicher bleiben
mindestens 31 cm (12.2 Zoll) entfernt von der Antenne Oberflache, in einer unkontrollierten Umgebung. Siehe FCC OET Bulletin 56
"Gefahren der Radiofrequenz und elektromagnetische Felder" und Bulletin 65 "Human Exposition gegenuber hochfrequenten
elektromagnetischen Feldern."
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Version Author Date Changes

1.0 J. Major Jan 2021 Initial Document

1.1 J. Major May 2021 Add resolution for clock issue

1.2 J. Major August 2021 Using the RFID console to set clock

1.3 N.Mitchell November 2021 | Updated copyright

14 N.Mitchell March 2022 Added checking for internet connection & cleaning certs
1.5 N.Mitchell January 2023 Added “Verify DNS Network Settings”
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CHAPTER 1 Introduction

The document describes the upgrade procedure for the SensThys Extreme reader.

While the main upgrade commands are easy, we have also documented places where we has
seen error messages and how to navigate those errors.

The output of this process is that your reader will be brought fully up to date with the latest
Extreme software offered by SensThys.

Chapter 2 Install

Step 1 Find the reader IP address

First find the IP address of the Extreme. This can be done by using a program that listens to
UDP broadcast message. If you have one, listen to port 3988. You will be able to see the
“heartbeat” of your Extreme. From that heartbeat, find the IP address.

Otherwise launch the SensThys RFID Console, which can be found at SensThys.com. You can
then easily find the IP Address.

</ SensThys RFID Console -

m] X
Configure Readers  Read Tags Commission Tags  Advanced Settings E P I (

Reader Name Fadde MAC Address Up Time Active Count
[[] SensX Extreme 192.168.1.66 00:1£7b:731c:0c 20:4334 2481

Select a Sensor to Change Settings.

< >
Clear Reader List
Show Notifications Clear Notifications: Save Current Config Restore Saved Config Reset to Default Config
IP Address: Model Number: Build #: SN
Step 1.a Setting the time on your Extreme

Go to the Advanced tab and select Features. Hit the “Set Reader Date/Time” button. In the
column on the left, you’ll see a confirmation that the reader time has been successfully set.
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¥ SensThys RFID Console

Configure Readers Read Tags Advanced  Settings

Set Reader Date Time succeeded
Reader Date/Time = 2021-08-12T12:18:46

Features Performance AutoSens

Current Reader Date & Time
Curent Setting: 2021-08-12 12:18:46

Reader Configuration
Number of Antennas:
Number of Ethemet Ports:
Number of GPls:
Number of GPOs:

Has DC Input:

Get Reader Config

Inventory Fitter

Mask Start Bt Address: [0 |

Mask Length (tof bits): ||
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- [m] X
Set Reader Date/Time

EPIC Mode Setting

EPIC Mode |Pass/Send (Std Mode) ~

Set EPIC Mode

[J Make Persistent

Apply Fiter

Mask (4 Hex digits per box): I " "

|

Many of the features present on the Advanced tab are made available for fine-tuning in special environments and for leading-edge users

Clear Message List

that have a need for bilitie

that are in de

Flease be advised that some settings may put the reader in a state where it won't

read tags. If this should happen, go to the Configure Readers tab, click the button "Reset to Default Config”, then power cycle your reader.

|IP Address:|  192.168.1.149 | Model Number: |

Step 1b.

SX11480

Build#:|  C.21.05.05.01 SIN|

Verify DNS Network Settings

4194000001

In ProSens, please select Networking. In the IPv4 Setup box, find the Gateway address and the
DNS Server address. If they are the same, please proceed to Step 2.

<% ProSens - [m] X
Configure Readers Read Tags Commission Tags Advanced Settings E p ‘ C
Reader Name IP Address MAC Address UpTime  Active Count Device MNetwoking EPIC RFID GPIO  GPS  IMU  Updates
[ SensX Reader 192.168.1.108  00:1f:7b:73:06... 00:28:07 57 IPv4 Setup Heartbeat Setup
(@ Obtain IP address automatically Listener ddress: - |255.255.255.255
O Use the following IP address: Port Number.
1P Address: 192.168.1.108 Repeat Interval (sec):
Subnet mask: | 255.255.255.0
Gateway: 19216811
DNS Server: 169.254.1.53 Set HB Info
Sensor Port: 5000
WiFi Configuration
SetIPv4 Info Access Point Name: :’
Clear Reader List Reader Name
Configure WiFi
Clear Notffications succeeded Name: |Sensx Reader
Set Reader Name
Show Notifications Notifications: 0 Save Current Config Restore Saved Config Reset to Default Config
| IP Address: 1921681108 | Model Number: 11480 Build#: |  C.22.05.18.01 [s/N| 4194000001
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If they are not the same, please click “Use the following IP address” and manually type the
address of the Gateway into the DNS server box. Now click “Set [Pv4 Info” and you should see
the acceptance of this IPv4 setting.

Z
<~ ProSens

- m] X
Configure Readers Read Tags Commission Tags Advanced Settings E p ‘ C
Reader Name IP Address MAC Address UpTime  Active Count Device Metwoking EPIC RFID GPI0  GPS MU  Updates
[J] SensX Reader 192.168.1.108  00:1:7b:73:06... 00:36:08 73 IPv4 Setup Heartbeat Setup
O Obtain IP address automaticaly Listener IP Address: | 255.255.255.255
@ Use the following IP address: Fort Number:

P Addiess: 192.163.1.108 Repeat Interval (sec):

Subnet mask:  |255.255.255.0

Gateway: 192.168.1.1

DNS Server: 192.168.1.1 SetHB Info

Sensor Port: - .

‘WiFi Configuration
Set Pv4 Info Access Point Name: I:l
Clear Reader List Reader Name
Configure WiFi
Updating IPv4 on 192.168.1.108t0 192.168.1.108 _
Set | Pud Settings succeeded Name: |SensX Reader
Set Reader Name
Show Notifications Clear Notifications: 0 Save Current Config Restore Saved Corfig Reset to Default Config

IP Address: 192.168.1.108 Model Nurber: | SX11480 Build #: C.22.05.18.01 S/N| 4194000001

At this point, the reader can be returned to automatic mode. Click “Obtain IP address
automatically” and then click “Set [Pv4 Info”.

<% ProSens - O X
Corfigure Readers Read Tags Commission Tags Advanced Settings E p | C
Reader Name IP Address MAC Address UpTime  Active Count Device Netwoking EPIC RFID GPIO  GPS  IMU  Updates
[] SensX Reader 192.168.1.108 00:1:7b:73:06... 00:40:09 81 IPv4 Setup Heartbeat Setup

Listener IP Address: | 255.255.256.255
(@ Obtain IP address automatically stenet 1ess

O Use the following IP address: Port Number:
|P Address: 192.168.1.108 Repeat Interval (sec)
Subnet mask: 255.255.255.0

Gateway: 192.168.1.1
DNS Server: 192.168.1.1 Set HE Info

Sensor Port: _
‘WiFi Configuration

Set IPv4 Info Access Point Name: I:]
Password:

Clear Reader List Reader Name
Configure WiFi
Updating IPv4 on 192.168.1.108to 192.168.1.108 .
Set | Pv4 Settings succeeded Name: |SensX Reader
Set Reader Name
Show Notifications Clear Natifications: 0 Save Current Corfig Restore Saved Config Reset to Default Config
|IP Address:| 1921681108 | Model Number: | (11480 Build# |  C.22.05.18.01 [sn | 4194000001
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After this, the configuration is “Obtain IP address automatically”, the Gateway and DNS server
addresses are identical, and the notification panel shows that all went well.

Step 2 Getting into your Extreme
Open the Command Prompt

Command Prompt

~osoft Windows [Version 16.8.19641.685]
2828 Microsoft Corporation. All rights reserved.

C:\Users\Jo Major>

Type ssh root@IP Address. The IP Address is the address found in the RFID Console or
your listener.

Microsoft Windows [Version 16.6.19841.
{(c) 2626 Microsoft Corporation. All rights reserved.

C:\Users\Jo Majon>ssh root@l92.168.
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When you see “Are you sure....” type in yes.

can't be established.

RsA key fingerprint is SHA256:PO <EvhP/ EKfgCreDans;
re you sure you want to continue connecting (yes/no)? yes

Enter the password. The password is sensthys1701
NOTE: the password will not show, in any way, as you are entering it. This is what you’ll see
when successful.

Microsoft Windows [Version 18.8.19641.685]
{c) 2828 Microsoft Corporation. All rights reserved.

C:\Users\Jo Major: .
The authenticity of host *: .1.68 (192.168.1.68)" can't be establi
0 HkEvhP/8uEzz vEKfgCraD4 Ujiq

re you sure you want to continue connecting {yes/no)? y
Permanently added "192.168.1.68" (RSA) to the list of known hosts.

cfo Y~
L -

§rooti@pico-imx6 : ~#

Step 3 Update Preparation

Check that the reader can access the internet (the fact your PC is connected to the internet is not
sufficient). To do this type the following from the shell prompt on the reader:

ping -c4 google.com

If the reader cannot contact the network the user will see an error message indicating 100%
packet loss. Solution:

e Make sure the wired LAN and/or Wi-Fi is set up properly and is connected to a router that
can access the Internet.

9 Specifications Subject to Change January 2023
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e If this is ok, then the problem is likely to be with your DNS server or Gateway address.
Find out IP addresses for these and input them into the Network tab as a fixed network
setup rather than automatic. Retry the ping test.

After you have confirmed network access from the reader, type in apt-get update and enter.

Microsoft Windows [Version
{c) 28286 Microsoft Corporation. A1l righ

YJo Major>ssh root@:
The authenticity of host

Permanently added "19
.168.1.68"s password:
~#/apt-get update

This will launch a series of actions working through the various files of the Extreme. If all goes
well, you should see the following screen.
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The authenticity of h

RSA key fingerprint 1
sure you want t
Permanently a

/ InRelease
[ InRelea:e
ge/ Relej e

Ldiff/Index
F tion-en
s.diff/Index
ation-en
5 d1++fInde“
-en
d1++/Index

-
1 Py

N CO @~ O

~

bleserver/ T
python3/

avl

Done

The successful response to the apt-get update command. If seen, please go to Step 4.
Occasionally, this process will show error messages. you’ll see that the reader has duplicate
names in the file system. We list the errors know to us, and how to resolve them. Please contact
us if you come across an error not discussed here.
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Step 3.1 Fixing the “Configured Multiple Times”

gured multiple
s configured multiple times

Here we see the “configured multiple times” message.
To start, please type:
cd /etc/apt

This changes the targeted dlrectory and should return this screen.
. IdIEEL FdCRdEEs> |FdCKkdpEs) LS

W: Target Translations (en)

W: Target Packages {(Packages)

W: Target Translations {en)

rootigplico-imx6:~# (cd fetc/ap
rooti@plco-1imx6: fetc/apt#
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Next type in nano sources.list

This will show you a list. Examining the following list, you’ll see that the second and fifth lines
are identical.

GNU nano 2.7.4 File: sources.list

python
om fwpackage/

el Get Help We wWrite Out g7 where Is My Cut Text J ify §e Cur Pos Wi Prev Page
Xit Wil Read File M Replace Wl Uncut Text Wl Go To Line @Y% Mext Pag

Using your arrow keys to erase the bottom line. That should give you this screen. On this screen
please Exit using *X as shown in the bottom left.

GNU nano 2.7.4

File: sources.list Modified

Get Help WY write Out B where Is Y Cut Text J ify §® Cur Pos Wi Prev Page
Exit My Read File @Ml Replace WY Uncut Tex Ml Go To Line g% Mext Page

13 Specifications Subject to Change January 2023
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That will bring you to this screen. Note the line that says “File Name to Write: sources.list”

Hit Enter.

GNU nano 2.7.4 Modified

File: sources.list

remepackage/
y

File MName to Write: sources.list

B Append Bz Backup File
Bl Prepend

Now let’s verify that the issue has been resolved.
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Please enter apt-get update, and you should now see your problem resolved.

‘Te! InRelease
" g 5@
bIESEPHePf InRelease
python3/ InRelease
extremepackage/ Relea;e
fwpack:
bles ermerf Releas
python3/ Release
extremepackage/ Packages.diff/Index
extremepackage/ Tr: tion-en
F .diff/Index
ation-en
bleserver/ Packages.diff/Index
bleserver/ Tra tion-en
python3/ Pack: diff/Index
pvfhon:/ Tra

=

G N

R |

ation-en
-en
-en

python3/ Pac
pwfhon:/ Tra

ation-en

-en

-en
python3/ Pac
python3/ Tra
ex >
extremepackage/ Transla -en

python3/ Translation-en
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Step 3.2 Fixing the Certificates Issue

If you see a series of errors discussion “certificates”, then your reader needs to have its clock
set. The Extreme does not have an onboard clock with battery backup. When the Extreme boots
up, if there is nothing in the environment that “sets” the clock of the Extreme, the clock will be
far enough off that the validation of certificates involved with the Apt-Get process doesn’t
work.

Let’s first figure out if this is the issue — starting with requesting the reader tell us the date and
time. Two notes — the time is expressed in a 24h format and the time is UTC. Coordinated
Universal Time (UTC) is 7 hours ahead of Pacific Time.

Request time and date

root@pico-imx6:~# date
Wed May 12 16:23:49 UTC 2021

Now set the date and time. Please note the exact format of this command. Set this to the actual
date and time.

root@pico-imx6:~# date "2021-05-12 16:23:00"
Wed May 12 16:23:00 UTC 2021

Verify that the date and time are now correct.

root@pico-imx6:~# date
Wed May 12 16:23:03 UTC 2021

Next it is advised to clean up the certificate list. This is done with the following command.
root@pico-imx6: sed -i.bak
"s/AmozillaVDST_Root_CA_X3.crt$/\!mozillaVDST_Root_CA_X3.crt/g" /etc/ca-
certificates.conf && update-ca-certificates

A correct response to this command should show 1 certificate removed.

Please enter apt-get update, and you should now see your problem resolved.
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pdate
remepackage/ InRelease

extremepackage/ Release
fwpackage/ Release
bleserver/ Release
python3/ Release

s.diff/Index
ation-en
.diff/Index
tion-en
es.diff/Index
ion-en
python:! P. es. diff/Index
python3/ Tr : -en
xtremepach
extremepack / Transla -en

pj,rt h on3 _."' F’.

python3/ Tr

extremepach 4
extremepach / Translation-en
fwpackage/ Pac

fwpa e/ Tr

bleserver/ Pac

bleserver/ Tr

python3/ P:

python3/ Tr

extremepach 1
extremepackage/ Translation-en

bleserver/
bleserver/
python3/ P:
python3/ Translation-en
Done
~ootigpico-imx6: fetc/apt#
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Step 4 Update the Reader
Now enter apt-get install extremepackage

ges
lation-en

tion-en

. Done
apt-get install extremepackage

Step 4.1 Fixing the dpkg error
If the install process provides responds with “dpkg was interrupted, you must manually run
“dpkg — configure -a” because the reader has picked up a dpkg bug.

If you didn’t see this message, please proceed to 4.2

If you did see this message, please enter dpkg — configure -a

eme software core services, web interface updates, LLRP support, AutoSens, & BLE hooks
etc/apt# dpkg --configure -
fetc/apt#
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Step 4.2 Installing extremepackage

Please type in apt-get install extremepackage.
When you see “Do you want to continue”, please enter Y.
Jescription: Extreme software core services, web interface updates, LLRP
ootigpico-imx6: /fetc/apt# dpkg --confipgure -a
~oot@pico-imx6: / ‘apt# apt-get install extremepackage
eading package ll; ... Done
uilding dependency tree
eading state information... Done
he following additional packages will be installed:
bleserver

he following packages will be upgraded:
bleserver extremepackage
upgraded, & newly installed, & to remove and & not upgraded.
1 not fully installed or removed.
eed to get 4222 kB/5494 kB of archives.
fter this operation, 2 kB of additional disk space will be used.
)0 you want to continue? [Y/n]

Following the upgrade process, the reader will go down to reboot.

 this operation, 26 B of additional disk space will be used.
you want to continue?
Get:1 htt g xtremepackage/ extremepackage 1.1.48 [42:
Fetched 4 i ’
{Reading data Ce files and directories currently installed.)
1g to unpack .. /ble erver 1.-;
1g bleserver {1.8.1) over (1.8. o,
o unpack .../ extremep: e 1.1.48 all.deb
king extremepackage 8 ~ (1.1
xefflng up bleserver
Setting up extremepackage nl l 4H|

Broadcast message from root@pico-imxé (pts/1) (Wed Feb

stem 1s going down for reboot MNOW!
root@plco-imx6: fetc/apt#
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To update the BLE servers, please execute the command:

apt-get install bleserver

Chapter 6

Verify the Update

Please close the RFID Console.

N
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Updating Bluetooth Low Energy (BLE)

Relaunch the console and wait for the Extreme to appear. Click on the reader. It may be that the
reader isn’t fully UP and in the messages it asked you to click on the reader again. Once the
reader is up and running, the lower message should say “No errors logged”.

If you select the Sensor tab, the build # will reflect that the software package has been updated.

Y —
SensThy

RFID Console

Configure Readers  Read Tags Advanced Settings

Module P\ #  V3.1.14

Latitude: 0.00000
Longitude: 0.00000
Elevation: 0.0

Clear Reader List

Reading Sensor Setup for 192.168.1.68
No errors logged.

Show Notifications Clear

IP Address: 192.168.1.68 Model Number:

20

Notifications: 0 Save Current Config

SX11480 Build #: C.21.02.08.01 S/N 4184000001

Specifications Subject to Change
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Reader Name IP Address MAC Address UpTime  Active Cou
[ SensX Extreme 192.168.1.68 00.1F76:7318:d2 000201 5
Name: SensX Extreme
Model: S5X11480
Serial #: 4194000001
Build #:

Restore Saved Config

iEPI«

Sensor  Network Setup  RFID Setup  GPID Control  GPS Setup  IMU Setup  Updates

Reboot Reader

Reset to Default Config
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